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The lol=Wikipedia

¢ The Internet of Things (loT) is the network
of physical objects or "things" embedding
electronics, software, and network

Applications
Media

connectivity, which enables these objects to
collect and exchange data.

« The loT allows objects to be sensed and
controlled remotely across existing network
infrastructure, creating opportunities for more
direct integration between the physical world
and computer-based systems.

*  When IoT is augmented with sensors and
actuators, the technology becomes an
instance of the more general class of cyber-
physical systems, which also encompasses
technologies such as smart grids, smart
homes, intelligent transportation and smart
cities.
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e Environmental Monitoring

* Infrastructure Management

e Energy Management

e Medical and Healthcare Systems
e Building and Home Automation

e Transportation
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0T Diffusion - Forecast

* 50 billion connected devices by
2020

* More than 6 connected devices
per person

* $1.7 trillion in value added to the -
global economy in 2019

\ 2003 2008 2010 2015 2020
* By 2020 loT will be more than double the size of the smartphone, PC,
tablet, connected car, and the wearable market combined

« Technologies and services generated global revenues of $4.8 trillion in
2012 and will reach $8.9 trillion by 2020, growing at a compound annual
rate (CAGR) of 7.9%
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Information Technology
Intelligent Machine Operational Efficiency
Applications
Security, .
Guvcmat:ce New Services and
and Industrial Analytics Convergence Pricing Options
Operations
Sensor-Driven Unconventional Growth
Computing
e [ETE— o
Information e e
Micheiin is helping truck Reet managers reduce Services ichelin slutore]
fusel corsumgtian and costs and aliowing them +
to pay for tires on @ kilometers-riven bass. Commercal %
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offering TERE (Michein scheions)
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Unconventional Growth through the Industrial - At !
Internet of Things”, 2015, Produchs e MR e
downloaded from https:/mww.accenture.com/us- et il
en/_: g : e
I Driving-U i Pre—digital Digital New market
Growth-through-11oT. pdf ot o et B e
e
Services
Farmers can operate CLAAS equipment on
autopiat, raceive advice on haw to improve crop s z
s : 7 g Wach Remere dagrostion Pariner in aginfa
ﬁul.v 37|d minimize grzin losses, or automatically Froduct Egquipment automation mreces S £ i o minkth
optimize equipment perfirmance. The company or Service Services (CLAAS) services [CLAAS]
is now partnering with other organizations to + 4
provide information services to growers vis & Farm Farm equipmens
marketplzce cafled 365Farmiet. Products: Gpment —* with smsces
Em 0LAAs)
I | lRDl l:] Pre-digital Digital Mew market
product line product line segment
UNIVERSIT
Go-to-markst approach.
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l0T - Risks

+ |oT systems do not have well defined perimeters

» |oT systems are highly dynamic and continuously evolve because of
mobility

» |oT are highly heterogeneous with respect to:
U Communication
U Platform
U Devices

» |oT systems may include physically unprotected portions

» |oT systems are highly autonomous and control other autonomous

systems

» |oT systems may include “objects” not designed to be connected to the
Internet

» Human interaction with all the devices is not scalable N
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l0T = Risks NV

1. Insecure Web Interface

Insufficient Authentication/Authorization
Including authentication bypass vulnerabilities in
firmware

Insecure Network Services

Lack of Transport Encryption
Privacy Concerns

Insecure Cloud Interfaces
Insecure Mobile Interfaces
Insufficient Security Configurability
. Insecure Software/Firmware
0.Poor Physical Security

~
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OWASP Internet of Things Top Ten Project
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loT = Privaey Risks

“How would you be interosted in wearing/using a sensor device, assuming it was from
@ brand you trust, affering a service that interests you?"

* Wearable devices collect huge

%
amounts of personal data as well . ”E’_ :
data about the user environment E[, Y
. . . Around :
» Major privacy concerns arise for e 4 B
health-related data from the use i
of medical devices and fitness L";;. T e
applications o
« Privacy-sensitive information can ,%.-
. . . Glasses
be easily disclosed to third
parties ;
e Threats arise for enterprise o v
perimeters e,
Embeddad
in jewelny 15%
Embedded
Into clothing

Base: 4,657 US 0fine aaUis (154
{mudliple resporses acoepted)
UNIVERSITY

"yrce: Narth Amenican Technographics® Consumer Tecrnology Survey, 2013

Specific:Sectrity:Challenges of lloT

Organization Structure
. Human Health and Safety
Regulatory Compliance ‘
I . I Long Lifecycle of Systems
‘ Industrial Internet of 9 Hieey ¥

Things Security Issues §
dC id - Outdated or Nonexistent Policy
I and Considerations I and Access Management

Lack of Documentation

Vendor Lock-in

‘ Need for Continuous Operation
System Change Request Lag Time ‘

Diagram from Accenture “Driving the Unconventional Growth through the Industrial Internet of Things”, 2015, \77
RDUE o e o e oo CE
industry/p Driving-L h-through-lloT.pdf
UNIVERSITY §




A HolistictApproach is Required-

All technical elements need to be considered
* The loT Devices

e The Cloud

* The Mobile Applications

* The Network Interfaces

» The Software

» Use of Encryption

* Physical Security

« USB Ports
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Question:

We have a lot of data security
techniques

Can we apply them to the I0T?

N
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Efficient key management

schemes for mobile devices

J. Won, A. Seo, E. Bertino
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Challenges;iSecurity and Efficiency .-

* Sensors (smart objects) and drones are battery-powered
— The drones cannot be equipped with high capacity battery due
to their weight
— Sensor’s battery is usually not replaced during their life time
» Sensors use Low Power Listening (LPL) for energy saving
- The drone may wait until the sensor wakes up.

* Asynchronous computing power
» The sensors have very low computing power (TelosB: 4MHz)
» The drones have PC or smartphone-like computing power
(> 1GHz)
-> The drone must wait until the sensor completes key
establishment in order to receive an encrypted message from the
sensor

N,
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The solution =

 Pairing-free Certificateless Signcryption:
Key Encapsulation Mechanism (pCLSC
TKEM)
— satisfies all security requirements

— minimizes computational overhead on sensor (w
ECC and w/o pairing, small number of EC point
multiplications)

» Dual channel strategy

— The drone has two radios

* Wake-up channel: continuously sends wake-up signals
including drone’s public key

» Data channel: used only for data exchange
— allows multiple sensors to concurrently execute
pCLSC-TKEM ~,

PURDUE @
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Altitude: 10m
Comm. range: 30m

\ﬁ

CE

Experimental Results

Protocol secpl28rl | secp160rl | secpl92rl
Yang's CL-AKA [26] 32.84 36.22 50.43
Sun’s CL-AKA [24] 15.10 16.98 23.84
CLSC-TKEM [21] 13.37 13.87 18.77
eCLSC-TKEM 0.25 9.61 13.03

140 | —&— vyang's CL-AKA
~ 120 | -~ CLSC-TKEM

-+ Sun's CL-AKA

¥ eCLSC-TKEM
e
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Wake-up interval of a smart object [sec}

Comparison of the on-line computation time of a smart object (unit: second)

__300 7 MOnechannel  Dual channels 269.6
3250 1 2085 2138
£ 200
S
5 150 -

100 -

36.2 446
50 4
o T T 1
160r1 192r1

Impact of dual channel strategy
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On-gothg-\Work A =

» Encryption protocols for one-to-many

communications

 Attestation techniques

» White-box cryptography
» Access control for drones and Internet of Drones

(loD)

» Scalable distributed encryption key management

PURDUE

Security-Framework for I =

nesCheck

« static analysis and
dynamic
instrumentation for
nesC memory safety
[to be submitted]

OptAll

* security provisioning

based on game theory
[ICDCS 2016]

PURDUE

Kalis
* knowledge-driven

adaptable IDS for loT
[to be submitted]

Heimdall
 whitelist-based
anomaly detection

defense for 10T routers
[to be submittted]

Fine-Grained
Analysis

* node- vs link-related
packet dropping attacks
« interference location

« statistical model based
on variance

Kinesis

* automated response

system
[ACM SenSys'14]
[ACM ToSN'16]
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Security Framework for I0T

v @
NESCHECK
bt > k
HEIMDALL 4 KINESIS
OPTALL

N,

Kalis

D. Midi, A. Mudgerikar,
A. Rullo, E.Bertino

N
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Knowledge-driven Adaptable IDS for IoT

— to detect attacks in real time across
heterogeneous IoT systems

— running different communication protocols and
with different security goals

— adapting detection strategy to specific network
features

APPLICATIONS: Intrusion detection in domestic and corporate scenarios

N,
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Leveraging: Knowledge =R

ICMP Flood attack ICMP Smurf attack
3
p 2
. <
v iy
1& MRASAX
ﬁﬁﬁﬁﬁ deriD senderiD,
Link ICMP Echo Req  **="" > ICMP Echo Reply _»
PURDUE ﬁ@
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o detection technique depends on feature

x attack not possible

« attack possible
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Architecture

loT board

Knowledge new config

Base

Module
Manager

A i

Environment
Sensing Module

Traffic Statistics I
Module
.. other Sensing J
modules

(optional) preset
knowledge config

(de)activate cmds,
new packet events, ...

‘B File System

PURDUE
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new packet

new packet
L Communication
System

Data Store

foj 2204
12p0d

new data/routing packet(s)

10/14/2016

[
— Packet Injection

I Packet Interception F
£ Packet Injection

icets

mand par

H Packet Interception |4 !
/)
= Packet Injection . (J

cor

- Packet Interception
= tecion |

o7 board

Knowledge
Base

(optional) preset
knowledge config

PURDUE

UNIVERSITY

Multihop
TRUE

KNOWLEDGE BASE at Kalis node K,

Monitored
Nodes

8

KnowledgeBase {
"K1$Multihop" = "true",
"K1$MonitoredNodes" = "8",
"K1$SignalStrength@SensorA" =
"K2$SignalStrength@SensorA"
"K1$TrafficFrequency.TCPSYN" =
"K1$TrafficFrequency.TCPACK" =

TrafficFrequency

"-67",

"-84",
"9.037",
"9.090"

N

CER|
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knowledgeinodeling: knowggets

o Bussrd KNOWLEDGE BASE at Kalis node K,

Multihop Nodes

Knowledge

Base

(optional) preset
knowledge config

"K1$Multihop" = "true",
"K1$MonitoredNodes" = "8",
"K1$SignalStrength@SensorA" = "-67",
"K2$SignalStrength@SensorA" = "-84",
"K1$TrafficFrequency.TCPSYN" = "0.037",
"K1$TrafficFrequency.TCPACK" = "0.090"

}

PURDUE

JNIVERSITY

Monitored TrafficFrequency

TRUE 8
[ T | 4 T K| nul

KnowledgeBase {

(config) = (modules) (knowggets)
‘modules = {’ (module-list) ‘}’

(modules) modules = {

(module-list) ==

module-def) TrafficStatsModule (

(
(
vodule-d == (module- ) [°C -list) )’
(module-def) zmo ule-name) [ *C (param-list) ‘)’ | detectionThreshea
{

(param-list) = (key-value-pair) ¢, (param-list) )
| (key-value-pair) }
(knowggets) = ‘knowggets = {’ (knowgget-list) ‘¥ knowggets = {

mobility = false

(knowgget-list) = (key-value-pair) *," (knowgget-list) }

| (key-value-pair)

(key-value-pair) = (key) ‘=" (value)

PURDUE

UNIVERSITY

module-def) *,” (module-list) TopologyDetectionModule,

activationThresh=1,

10/14/2016
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Implementation

» Java on Odroid xu3 board

— |IEEE 802.15.4: TelosB sensor mote with TinyOS

— WiFi: Tcpdump with libpcap
» Dynamicity in the implementation

— Java Reflection for dynamic module activation

— Event-driven implementation for async execution

— Publish-subscribe pattern for async event propagation
» Collective Knowledge Synchronization

— Through discovery-through-advertisement pattern

N,
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Experimental:Setup SN

 Small WSN+ real-world |oT devices

— 6 TelosB motes, TinyOS app sending data message
every 3 seconds over CTP

— Kalis node placed near middle section of WSN

— Nest Thermostat, August SmartLock, Lifx smart
lightbulb, Arlo security camera, Amazon Dash Button

» Recording/replay of actual traffic traces

— Enhanced with packets representing symptoms (50
instances/attack scenario)

« Comparing Kalis vs. traditional IDS
— Emulated as Kalis node w/o knowledge base, all

PURD[Eﬁgules always active %@

10/14/2016
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Experimental-Results | =

» Metrics 100%
. 80%
— Detection rate o p—
— Classification accuracy —
— CPU usage o
— RAM usage o
» Attack scenarios Detection Rate Accuracy
— ICMP Flood Slngle' m Traditional DS m Kalis
hop network
— Replication, static vs. T T T
mobile network RAM usage (kb) 23961.06  13978.62  (—41.66%)
‘QSW
PURDUE m@

Reactivity:ta:Environment Changes-.-

» Selective Forwarding attack on ZigBee
— ZigBee network, one attacker

— No a-priori knowgget, no detection module active by
default

» Topology Discovery sensing module
— Immediately detects multihop network
— Activates Selective Forwarding detection module
— Achieve 100% detection rate from first attack

N
PURDUE (a9
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Research-Directions

» Management of 0T devices including |dent|ty management
— Identify and locate devices
— Authenticate devices
— Maintain device hw/sw (including patching), protection against firmware and
software attacks
» Data managementin loT
— Confidentiality
— Availability
— Integrity
e Privacy in loT
— Controlled data acquisition

— Anonymity
* loT Safety
» Design, test, configure, and monitor loT systems
N,
PURDUE A9

How to Reason about 0T
Data Security and Privacy

Based on

« Jeff Voas “Primitives and Elements of Internet-of-Things (lot)
Trustworthiness” Draft NIST IR 8063
http://csrc.nist.gov/publications/PubsDrafts.htmI#NIST-IR-8063\

« Slides of ACM CODASPY 2016 Keynote Talk by Jeff Voas

N,
PURDUE @

10/14/2016

17



10/14/2016

1. Sensor A sensor is an electronic utility that digitally measures
physical properties such as temperature, acceleration, weight;
sound, etc.

2. Aggregator An aggregator is a software implementation based
on mathematical function(s) that transforms groups of raw data
into intermediate data.

3. Communication channel A communication channel is a
medium by which data is transmitted (e.g., physical via USB,
wireless, wired, verbal, etc.).

4. eUtility A eUtility (external utility) is a software or hardware
product or service.

5. Decision trigger A decision trigger creates the final result(s)
needed to satisfy the purpose, specification, and requirements
of a specific NoT.

N,
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Sensor ‘ =N

1. Sensors are physical.

2. Sensors may have little or no software functionality and computing po
advanced sensors may have software functionality and computing power.

3. Sensors will likely be heterogeneous, from different manufacturers, and collect
data, with varying levels of data integrity.

4. Sensors will have operating geographic locations that may change.

5. Sensors may provide surveillance. Cameras and mic ~ rophones are sensors.

6. Sensors may have an owner(s) who will have contro | of the data their
sensors collect, who is allowed to access it, and w hen.

7. Sensors will have pedigree — geographic locations of origin and
manufacturers. Pedigree may be unknown and suspicio us.

8. Sensors may fail continuously or fail intermitten tly.

9. Sensors may be cheap, disposable, and susceptible to wear-out over time ;
here, building security into a specific sensor will rarely be cost effective. However
there will differentials in security, safety, and reliability between consumer grade,
military grade, industrial grade, etc.

N,
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Sensor

10. Sensors may return no data, totally flawed data, partially flawed: 1 IR §
correct/acceptable data. X ;

R
11. Sensors are expected to return data in certainr  anges, e.g., [1 ... 100]‘.*Whé71
ranges are violated, rules may be needed on whether  to turn control overto'a
human or machine when ignoring out-of-bounds data i s inappropriate.

12. Sensor repair is likely handled by replacement.
13. Sensors may be acquired off-the-shelf.

14. Sensors release data that is event-driven, driven by manual input, or released at pre-
defined times.

15. Sensors may have a level of data integrity ascri  bed (Weights).
16. Sensors may have their data encrypted to void so  me security concerns

17. Sensor data may be leased to multiple 10T systems . A sensor may have multiple
recipients of its data.

18. The frequency with which sensors release data im  pacts the data’s currency and
relevance. Sensors may return valid data at an inco  rrect rate/speed.

19. Sensor data may be ‘at rest’ for long periods of time; sensor data may become
stale.

20. A sensor’s resolution may determine how much information is provided.
Securlty is a concern for sensors if they or the ir data is tampered with or 3%1.
\

s a concern for sensors. R
PUl f *

Aggregator

9.

. Aggregators are likely virtual due the benefit of changing implem

O No gk

T

quickly and increased malleability. A situation may exist where aggregél__'
physically manufactured.

. Aggregators are assumed to lack computing horsepower, however this

assumption can be relaxed by changing the definition and assumption of virtual
to physical, e.g. firmware, microcontroller or microprocessor. Aggregators will
likely use weights to compute intermediate data.

Aggregators have two actors that make them ideal for consolidating large
volumes of data into lesser amounts: Clusters, and Weights. Aggregator is the
big data processor within IoT.

Intermediate data may suffer from some level of information loss.

For each cluster there should be an aggregator or set of potential aggregators.
Aggregators are executed at a specific time and for a fixed time interval.
Aggregators may be acquired off-the-shelf.

Security is a concern for aggregators (malware or general defects) and for the
sensitivity of their aggregated data.

Reliability is a concern for aggregators (general defects).

N
PURDUE \ee@
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